
V I A  H A N D  DELIVERY 

EX PARTE 

Marlciie Dorrch 
Secrctary 
Federal Coininunicalions Commission 
The Portals, TW-A325 
445 1 2 ' ~  Street, s w 
Washington, D C 20554 

Tel 202/887-6230 
Fax 202/887-G231 

ORIGINAL 

Re El- Purle Pi-esentauon ~ Apprvpr-lale Frurnework for  Broadband Access to [he 
lrr~errie~ Over- IVweluie Fmlrties 
CC Docket Nos 02-33. 98-10, 95-20 

Dear M s  Doi1cli: 

011 August 15, 2003, Dave Baker, Vice President for Law and Public Policy of EarthLink, 
Inc , and the undersigned inet with Scott Bergman, Legal Advisor to Coinmissioner Adelstein, to 
discuss the abovc-rcfei-enced proceedinss 

EarlhLink discussed its position described in documents prevlously filed in the above- 
I efercnccd dockets EarlhLink described its experience as a malor independent Internet service 
prowder (ISP) delivei-ing DSL-based h izh  speed Internet access to hundreds of thousands of 
c o i i ~ ~ i i i e r s  i n  the U S Demons~ra~rng  tlic imponance of customer choice in DSL-based ISPs, 
EarlhLink explained that i t  JUS1 this iiioiith won the J D Power and Associates Award for Highest 
Customer Satisfaction Among High-Speed Internet Service Providers for the second year in a 
row .A copy of  the EarthLink press release I S  attached hereto and was provided to Mr. Bergman 
alons with the attached EartliLiiik iiifomlatlonal malerials. EarthLink also explained how 
Independent ISPs add value I O  consumers' online experience by offering unlque products and 
services such as EarthLink's Pop-up Blocker, spamBlocker and upcoming SpyBlocker. 

EanhLiiik emphasized rliai ISPs rely on nondiscriminatory access to Bell Operating 
Coiiipany (BOC) iielworks aiid that i t  is critical for ISP competition to retain such prlnciples An 
FCC drcision that does not include noiidiscriininatory access safeguards would impede 
in\ r s l i l i e i l t  in bi-oadhand ISP sen)ices and \ \ 'odd create legal unceilainty This would be contrary 
io ihe conliiiucd deployment, adoplion aiid quality of  broadband lntemei services EarthLink 
cxpl:~i~?cd (hat BOCs ha\e  iiicentive to coiilrol the retail relationship with elid users, even though 
EoCS ~ ' l l i i  iz~'eilucs \+hen [hey i bho lesa le  DSL transpoii services to illdependent ISps. 
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Elir~hl-ink discussed Ihal DOC DSL sen’iccs have been classified as Title I1 
“teleconiiiiunicaliuns sen  ices” i n  sc\.craI FCC dccisions and that this coiitin~ues IO be the 
.ippropriate classification under- a A’,ARUC I analysis EarthLink agreed that the FCC should seek 
to slrcdmline i.cgulatioii 11 hen and if [he market for wholesale ~ransniission changes, and noted 
thal the FCC may  rorbear or \+‘ai\  c its regulatory approach under Title 11, as appropriate, in order 
lo I cly nioie on cnforccmcnt rather Ihan specific regulatory proscrlptions EarthLink also 
explained that discriminalioii iii BOC transinission senjice offerings would negatively Impact and 
li-iisti.ale infoi-malion service in\  esliiieirr and coinpelition EarthLmk also discussed and provided 
a cop>) of lhe aiiaclicd proposed ISP access rule of  Earthlink, MCI, and AOL Time Warner (filed 
in ilic abo\’e-refeicirced dockets oil May I ,  2003) EarthLink emphasized that BOCs can arrange 
pri\  ale coirtracIs \ k i t h  lSPs ioday 011 a number of nonregulaled services and use ianffcd services 
3s iiiputs, such as Ihe EailhLink-UcllSouth RBAN agreement Regulations o r  tariffing do not 
s i~ni f ica i i t ly  slou or iinpcdc such conliactual arrangements and, indeed, help lo reach an 
ayeeiiienl that IS fail 

EartliLiilk cmphasized that rhe use of  Title 1 authority as some BOCs have proposed 
\vould creale substantial I c g ~ l  and regulatory uncertainty. There may be no legitimale nexus for 
ihe proposed cxercise of Ti l le  1 authoi.ity, and such a decision would be at  nsk of being 
n\ c ~ i u m c d  

Finally, EarihLink discussed the coniplex issues of cost allocation and enforcement that 
would arise wit11 a shift of BOC ad\,anced services from Tille II I O  T ~ t l e  1 authority As the MCJ 
l ~ l y  20, 2003 and the AT&T July 31, 2003 letters have pre\~iously presented in CC Dkt. No 02- 
33. cost allocat~oii issues must he i~so l \>ed  to avoid serious cross subsidy o f B O C  unregulated 
iiiterstale sei\ ices by inIrasL;~Ic iegiilated \ oicc services not subject to substantial competition. 
Further. i t  i s  u i i tesled \\ hetlier the J’CC could pro\.ide effective enforcemen1 of  potential Title 1 
ISP sarcsuxds iising 11s S x t i o n  208. which attaches only to Title I1 common carners. 

Pu~suant I O  [lie Coiiiiiiission’s Rules, S I X  copies oftt i is  letler/memorandum are being 
pim\,~ded 10 you foi I~CIUSIOII in the public record in each of the above-caplioned proceedings. 
Should you have  a n y  questions. please contact ine. 

Sincerely, 

Mark <O’Comor 
Counsel for EarthLiiik: lnc 

CC Scott Bei~i i ia i i .  Esq 
Qudex 



FOR IMNED1.4TE RELE;ISE 

Davld Blumenthal 
Earlhlink 

404-748-7316 
-Q earrhlmk net 

E A R T H J J N K  HIGH SPEED INTERNET SERVICE RANKED 

ASSOCIATES 
HIGI-IES’T IN CUS’I’OMER SATISFACTION BY J.D. POWER AND 

EarrhLnk Gaiivrr Top HU1ioI:ijr Second Comerutwe Year 

ATLANTA. .?ug 5. 2003 - E a i d i J L n k  (V.ISDAQ. ELNK), one of the nanon’s leadmg 

lnirinet XI\ I C C  prcxiders. todav aiiiiounced char Its lugh-speed Internet s e n w e  has been 

recogniied b\ . .  1 D l’ouri and ~Z>mciale: in i t s  2003 ln re rne~  Service Pio\vder Residential 

Cusiomer Causfacrjon S iud\  

ctcond i e a i  in a io\\ 

C h l  w r h  die Iughesr iankmg m cusromer sausfacnon for the 

“J D Powel and .issoelates seis die 5randard fool excellence and achevement, and 

bcmg smglcd out io1 oreiall  c u ~ r o m e i  r a u d a c u o n  for the second 1 ea] m a TOW remforces 

o w  C O I I L ~ ~ I ~ U I I C I I ~  I O  p i o ~ ~ i d r  the lies1 In rc ine r  experience to EarthLmk subscribers,” said 

I h c n  Gough. execuuvc VICC ~ p c ~ i d c n ~  o i i n a r k e u n g  for EarthLu~k “Tlus honor will help to 

fu iher  d f f c i c n u a r e  OUI high kpccd ~ C I T - I C ~ .  x h c h  conmues  ro play a p r o i m e n t  role m 

Ea1rhL~nk‘s  o\-crall giowth suaic,m ” 

Consumers palilcipaune UI 117c ID I’GU er and .9ssociaies l n ~ e i ~ n e t  Senrice Promder 

J<c.-idriirial Cwroii3ei Sausiacuon Srud\  “ ’  i ated both nauonal and regional lSPs on seven 

d l f i c i cn i  facluls i h a i  cul l ipi ix  dic. u \ ~ c ~ d j  ciisioniel sausfacuon index EarrhLmk‘s top 

,+iuon 21330ng hioadb;ind poi - ic le i .  i c w l i ~  iioin i c c e i ~ m ?  the hghesr scores UI the 

i i idusu?~ ior cu!tumer sti? ice. e-mad %r\-ices. cos[ of :eiT-ice. b d h g .  Image, and o f fe rmp  

and p io i i ic l~ons  

.i. part of E2lthLid.s c o ~ i i n i ~ u n c n r  to custoinel sausiacuon. the company 1s 

~ I F ~ I X  c h  rolhng OUI ne\\- pioducrs a n d  w v c e c  I O  further errend i ts  value ploposjuon 
1 i icw Cc;zti.icx. a \  ailable IO all  Eaidilink l j i s h  Sptrd cubrcnber:  mclude spaimBlocke~. 

u n x h  t h m i ; , i ? s  ~ u n i a l l i  l ( l 0  ]ieici;31 u i  aU i u n h  c n37d ine:>a?e: and Pop-up BlocLei I r  

\\ h ~ c h  I i c i p ~  h i ~ ~ i c l r  annonng pop-ui) ad. 





PI<OPOSAL i o  STREAMLINL TITLE 11 REGULATION 
OF B O c  AUVANCED SERVICES 

TO PROMOTE DIVERSE lNFORMATlON SERVICES 

Proposed Title I1 ISP Access Rule: Y e w  Section 64.702(c) 

J 64 702/c) Each Bell Opcrating Company (including any afJliate)(hereinajler ‘‘BOC’Y shall 
pl-owde access to i1.r high-speed iietizork IO enhanced and information Jeiviceproviders 
(“1SP.r’~ i i i  rhe /i~lloivirig iiiainier 

( I )  
EacIi BOC c.haN o f e r  IO all lSP.s, wherher aflliated or unafilialed, all of its high-speed 
network rraiisniission serwces and capabihlies on jus[.  reasonable and 
riondiscriniinalory rates, leriiis, and conditions Such offerings shall be separalefrom 
u n ~ ~  other- BOC Jei-vices, ini~ludiiig enhanced or nformation services. 

(2) TramLmreiicy 

Access IO Tiwn~nii.nioii Scrwcec. and Capabilrlies 

(‘4) IVirIi respecr to rlie  role^. lernis and conditions oflhe network transmission 
\er\.iLes and capahiliries used by or made available to any ISP, each BOC 
shall 

File an inferstale IarrfSwith the Commission describing 
s u ~ h  rules. terms, and conditions. or 
POSI on its publicly available lnrernet website. in an 
accessible and easy lo undersland format, current and 
\pec/ic ntforiiialion describing such rates. lerms and 
conditions. 

(I) 

( 1 1 )  

(B) ! fa  BOC i~iilers in10 uii individual contract with an ISP f o r  high-speed 
iie~ivork transnii.rsiori services and capabilities. lhen [he BOC shall tar f lor  
~ J U S I  on it5 puhlic!i., uva~lable hiternel websrte, in an accessible and easy to 
understand foiwal, rhe following infurmatron. 

(1) 

( 1 1 )  

( 1 1 1 )  

Ihe term (including reiieu~ua] option) of rhe contract, 
a description oflhe high-Jpeed nerwork lransmission 
S C I I ’ I C ~ , T  and capabiliries provided under contract; 
minimuin volume coniniilmenls andprice fo r  each of the 
high-speed nerwork transmissio?i sewlces and capabdities, 
us well as volume discounts, and 
all other cla.rslficatrons. terms orpracrrces affecting ihe 
contract rate. 

(iv) 

(C) Each BOC shall provide advance hrilren notice to all purchasing iSPs, 
including notlce hy elnail, of any changes to the rares. terms, and conditions 
?fan)’ of fhe  BOC’.y high-speed network tran.wlission services and 
capohilittes hi !he el ei i i  {he BOCseeks to discorirmue any service or 
c,upabilir). u.$ed by an ISP, .such witten notice shall be not less than I 2 0  days 
pi-ior lo die propoxd di~ronrinuance 



(3) /Ic,ccss to n'ei, fiuiiznii.\sion Sewices arid Cauabilities 

(A) ,411 ISP i i i q  1-eqiiest in writing thal a BOCprovide access to neu  iietwork 
i~'uii.siiii~,~ion sen'ices and capabilities onjusl, reasonable and 
iioiidr~triiiiiiiuroiy i-ares, rerms, and conditions 

m ~ e s s  11 i rh i i i  90 days, unless rhe Coninirssion exrends such time where the 
BOC, iipoii petition, demonstra/es good cause. 

(C) The BOC rhnll hime 15 da-vs 10 respond in wriiing to the reque.stiiig ISP, and 
.$iich i-eJpoiise .shall describe eirher 

(B) IVhere lhc ISP iiiakes such a reasonable requesr, ihe BOC shall ofler such 

/I) 

(11) 

how die BOC h i l l  ofler rhe requeJ-ted access w i t h i n  90 
days of [he requesr. or 
/he cpecfic basis f o r  rhe BOC'sposirion that the requesred 
access is no1 techiiicallyfeasible or econoniically 
reu.>onuble 

(4) 

mammii,~ioii 01. telec i i i i i i i i i i i i i~arioi i ,< compoiieiirs or lines, switching and routing 
coinlmieiirs, oi.deriiig and operations supporl sysrems ("OSS '7, signaling, and other 

Definitions For puiposes ofrhts subseclion (c) 
"Truiisiiiisxion JL'I.I IC e> wid capabiliries "shall include, withour Iiniitation, the B O C S  

rirrwol-k f U n c l l l l l l S  oI.jc.aII*I.es 
"li igli-sp~~ed i ielir oi-k ' '  i i ieaiis a iiefwork oflering r1'ansinission i-ales ofniore than 200 

k'bus i i i  ar leusr one h e m o n  

Pi-ojn)icd ,&few Rule For EiVbi-ieinenr ofISP Access 61 737 

,<I 737 ISP Conipluinrs Regarding Rule Secrion 64.702[c) 

(a) M.'iiel.e a ~i~nip la i i i i  allege., u violation ofFCC Rule Section 64.702(c), [he following 
ddi~io i iu l  pi-ocediires rliull al\o upply 

( I )  Iii 11s ,411~ il er. rile Dcfiiidni7t shall .$rare clearly andprecisely all infornialion 
iii 11s powe>~ion ,  inc l id i i ig data coniprlalions (a, records of OSS coifiguraiions, 
~i-dLlr i i ig pi-01 c ~ ~ e s ,  iiniu oii  rpccIfic orders or rimintenanre records. efc.). andproduce 
ur id~\~ .rve  on Conipluiiianr wid the FCC all such iidoriiiarion, including copies of all 
toirirutts or oi.raiieeiiieiirvfr high-.rpeed iiehvork rransinission sei-vices and capabilities, 
that niuy be riJlebaiir io rlie alleged violalion ofFCC Rule .$ 64 702(~). 

(2) I J  /he BOC 1iu.r nor iiiuiiituiiied records or other darafor the Bureau lo 

re,,oIwjully (he ulleged i iolurioii oJFCC Rule .$ 64.702(c) or $ f i r  otherwisefails to 
pr011uce su th  (Iura i n  11s ,417SiiL'r. rheii fhere shall be a reburtable presumprion in rhe case 
r h t  rhe Coiiiplniii(inr has e~rublrshed [he alleged v~olu~ion of FCC Ride .$ 64 702(e) 
Coiiiplaiiiuiii i i i q  i-eyiicsr by iiiorioiiJled icirhin IO d y s  ajkr  rhe BOC'J. Answer an 
oi-der- [liar r i r t h  u rehiiliahie presuiiiprion exis[.< in (he case, the Bureau s l d l  issue an 
c i d e r  gwnling or 0eii.i ~ i i g  $ i ~ t I i  iiiofion within 10 duy.~ ajier {he tiinefor$liiig ofthe 
BOC i oppoyiriiin to rlie roiiiplaiiiaiir 'i iiiorion 



(b) '4fier ihe i.5-d~). i -e~poi i~e}~eriod has eluphed under FCC Rule $64 702(c)(3). die ISP 
i n q  j i ie n cvii~pJaiiil wid? the FCC < oiicer-iiing /he BOC's conipliunce w ih  11s "new senice" 
ohligaf ions 

(c) Ex( cjpf i fu  conipluiiif nllegiiig a violalion of FCC Rule 6 64 702(c) I S  accepiedjor 
l~oiidliiig oii the Acceieraed Dockel, iiie Coniniission shall issue a iwiclen order resolving 
oii? ~ony1uin f  a l l ~ ~ g i n g  a i~ioluriori ojFCC Rule ,$ 64 702(c) iwrl ir i i  180 calendar days from 
wlieii , ,uth coiiiplainl 1.7 n c c t y e d  for  filing. 

EXPLANATION 

This rule is proposed to sirc;tniline rcgulation of the former Bell Operating Companies' 

("ROC'S"') \virelinc broadhaiid scr\jiccs under Title I1 of the Communications Act consistent 

\A it11 Ific public 1111ciest The proposed rule presenls a sigiiificant strcamliinng of the various and 

soiiic1imes o\'erlapping Title I1 Coiiipuiel- Iiiquiiy obligations for broadband (advanced and/or 

high-speed) ?IC~-YICCI that curicnlly apply to the B O G ,  including all affiliated BOC providers of 

icIec~~iii i i i~ii~cil~ions The pioposal siipplaiits the current Conipuler I n q u i q ~  obligations for BOC 

\~irclinc bioadbaiid scrvims. set foi~th i n  myriad FCC orders and precedent, wilh a set of Title I1 

rules thal are deiegulatory, ,iiiiplc, flcxiblc and enforceable and that establish clear access for 

i~iforiiiatioii service providcis ("ISPs") to BOC advanced services and networks to enable lSPs 10 

proiide a di\cisity o f c o ~ ~ i p c t ~ t ~ c c  ~iiformalion servlccs to  ihe public Furiher, 10 assure 

ciiforccmcnl of tlicse st icai i i l incd ; ICCL'SS obli@ons, [lie proposal includes flew procedures, In a 

IICW FCC Rulc Secrion 1 737. d c w ~ l x d  hclow, for handling ISP formal coinplaints against 

BOCs Under the pioposed strcaml ined Tit le I1 rules, ISP access to thc wircline broadband 

tiansii i~ss~on conipoii~nts of rhc DOC networks would provide the essential framework for a 

1 i h i a n t  inforinarioii serviccs inarkel [hat \vi11: in turn, lead to a number ofproven consumer 

bei ic i i ts .  ~ i i c l ud~ng  robus1 price arid ssi-\/icc conipeiilron aniong BOC-affiliated and unaffil iakd 

ISPs. cicali i i~ IJI I IO\  alion, di\,crsity and demand for broadband senices 
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Uiidcr Illis approacl~, Ihe Coinmiwon could eliniinate for wirelinc broadband services 

ctirrciit FCC rulc szctions 64 702(c) and (d) and the particular requirements set forth in the 

Cunipu~er Iiiquirj’ prccedciii. atid adopt insicad a simplified FCC rule section 64.702 (c)(1)-(4), 

setling forth BOC Tillc 11 obligations i n  ;I bimple, coinprehcnsible and streamlined manner 

hlorc spccifically, ihe propored iules would eliminate for wircline broadband services a variety 

of specific Coiiiputei. 111 and Coiiipiiter 11 obligations, stated in various FCC orders, including 

cermn Comp:irably Effcicnt lnlciconiicction (“CEI”) obligations, such as the nine CEI 

paramclrrs. Open Welwork Arcliilcclure (“ONA”) unbundling obligat~ons, CEI procedural 

obligatioiis, such as CEJ p h i  imiii1ciiancc. icpor~ling, and wcb-poslmg, ONA plan majnlenance 

and piuor FCC approval for ONA plan changes, reporl~ng/filing obligations such as the Annual 

ONA Rcport. Seiiii-Annual ONA Rcport. Quarlerly Nondiscrimination Report, and Annual 

Officer Affidavii, obligations 10 l a i f f  Llic ComputerI// basic service elements (“BSEs”) and 

basic service access ariangciiicnls (“BSAs”), and the current rule section 64.702(c) regarding a 

Compuier / I  scparate subsidiary 

1. Y E \ \  SECTlOh 64.702 (C) 

Proposed Tillr II ISP Access Rule: New Srction 64.702(c) (11 
6 64 702(c) 
p i . o ~  ide o((  e ~ s  to 11s high-&peed i icr iwrk IU enhancedand ir?forniuiion sei-viceprovidevs 
(“1SPs ‘7 117 the,fullo\ring iiiuiiiier 

ISPI, I$ liorlier u/jliatcd or u , la f j lmed,  all ofits high-speed nenuork Iraii.vniissIon services and 
cupuhilitiej onjusi, rearonable uiid i ~ o i ~ d r s c r i ~ n r i ~ ~ r o r y  rates. ternts. alzd condlnons. Such 
ojfir-iiigs shall he scpoi-ate from any other BOC semices. includi17g enhanced or rnfornlaiion 
& e ~ ~ i ( , e ~  

EAI,1;1narion of 6 64.702(~)(1):  

Each Bell Operaring Coiiipuii)J (includr,ig any afilla/e)(hei-erna$er ‘‘BOC‘Y shall 

( I )  At’reA& to Trurisn715 \io11 S r i - i ~ e s  and Cai,ablhrws Each BOC shall offer 10 all 

Thc proposed Title I1 rule i s  inlcndcd 10 take a broad and “bright-line” approach for all 

ISl’s io Iin\,e c i c c c s  I O  ilie ha i i i e  Iiiiic~iuiialiiics ortlic BOC wireliiie broadband nctworks, 
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incliidiiig i n r ~ ~ l l a l i o n  and n i ~ i n l c i i i ~ n c e  of such functionality, whether used by unaffil~ated or 

affiliaied lSPs The icIc\mt dcfiiiitioiis in ncw 5 64 702(c)(4) make clear l l i a t  associated 

fuiiclions for ordcring. repailing and/or signaling continue to be a key component for 

conipcliticx ainong lSPs a n d  for iapid dcployinent to the public, and thus ihe proposed ru le 

ciiwies clpciincss of lhc BOC nctwork. as well as associated fuiictions, systcms and databases 

Building on Ihc corc Titlc 11 obligalions of Scctions 201 (b) and 202(a) of the 

Cumiiiunicaiions Act barrins dixriniinatory and unreasonable practices, this rule would ensure 

( h a t  ihe BOCs pio\~ide lSPs wi th  access that  I S  not only reasonable, but that is also equal and 

i i ( ~ n d i ~ c r i i i i i i i ~ t o ~  with thc ticatiiient and ~ C C C S S  the BOC provides lo its own ISP operations and 

to oiher ISPs for broadband wrvices Thus. for example, if a BOC-affiliated or preferred ISP has 

access 10 ~Icctionic OSS, daiabascs. or othcr systems, then the BOC must ensure that competing 

lSPs lia\:e substanlinlly c q u i \ ~ l c n t  acccss Further, consistent with nondiscrimination, i f  BOCs 

colloca~e iiifomia~ion scrvice equipment of affiliated or preferred ISPs, the BOCs would impute 

r<asonablc Iransporl costs in a ni3iiiicr similar lo minimization of Iranspon precedent. In 

o~ .~ ieraI ,  the FCC's Tirle IJ pieccdcnt. ~ i ic lud~ng information services preccdent, would inform 

rhe C o i n n i ~ s s i o n ' s  iiitcrpicta~ioii and ei i fo iccniei i t  ofthe iicw rule In  this way, all lSPs will have 

i i i a ~ i i i i i i m  opporluiiity lo coiiipcic and  i n ~ a s ~ ~ i ~ u i n  lncentivc to create high quahty, low price and 

\aluablc scrcices for consuiiicrs 

As the  BOCs introduce new broadband services, they must also reasonably offer access 

io compctin~ ISPs and coiitiiiuc to offer services iclied upon by lSPs and their customers. 1% 

f o r  cuniplc.  h a w  dcployed 4 ~ 1 n 1 i a l  hizli-speed ~nfomairon services 10 Ihe public relying 

upon a dcd~c~ited and Jellablc ~on i icc t io i i  for the cusiomer. and 11 would be unreasonable, and a 

i u l c  \ioJatioii. for l hc  BOC to disconiinuc or degrade such services 
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Pi-oposed Tr:iiispal'enw Requirement: New Section 64.702 ( c )  (2) 

(2) Truiispureiici. 
64) With re\p,ec~ to die rares, lerms uiid coiidilions ofrhe network transmission 

serwe.c m d  c upaInliiieA used by or inude aiailable to any ISP, each BOC 
shall 

File an iiilerslole rar-flwidi rhe Coiiinirssion describing 
such ,-ales, teriiis, and condifions, or 
PCJSI on its publicly available Internet websrte, in an 
u c t e ~ ~ i h l e  and ea,sy to uiider.staitdSoriiiat, current and 
.sper.ijic information describing such raies, terms and 
roiiditions. 

(I) 

( 1 1 )  

(0) If u BOC m t e i x  in/o ail individual conriver u,ith an ISP for high-speed 
iiriwork ti iimiiiiss!on seii~ices aiid capubiliries, [hen rhe BOC shall tar f lor  
posr on 11s pblrr ly  avuilable Internet websile, in an accessible and easy to 
uiidei-staridj~i-iiiat, /he following iiforinalion 

( I )  

( 1 1 )  

( i i i )  

the lerm (including renewal option) ofthe coiifract; 
a description of rhe high-speed network transmission 
serwces and capabrlrries pi-ovided under contract; 
iiiininiuni volume commitments andprice for each of the 
higJi-,~peed iiemork rransniission services and capabilrtres, 
as well as volume discounts. and 
all orher clawjicarioiis, fernis orpraclices affecring /he 
miitraer rate 

(111) 

(C) Each BOC shull pi-ovide advance w i l l e n  noiice to all purchasrng ISPs. 
including nom e I]? einail, of any changes to rhe rares. rerms, and conditions 
Of m y  ofrhe BOC'k high-speed iierwork transmission services and 
rupuhluirs h i  ihc evciii  he BOC seeks to discontinue any service or 
capubilic u.ci'd 11y aii ISP. .such writlen nolice shall be not less than 120 days 
prior io i/iepi.op(i\ed di.rconriiiuuiice 

€\planation of 6 64.702(~)(2): 

Thls rubseciion of thc proposcd rule would s~rcanlline for wirelme broadband services the 

Con7puici- // and Computer 111 rcquiicmcnE Ihat  BOCs lariff (with the Cornmlssion and/or state 

rcplaiory apenclcs) Il~e ~ I C I I I C I I I . \  of lhe broadband services and instead proposes an allemative 

~l1l1roxh io ~ r ~ n s ] ~ d i c n c y  A i  Ihe siimc lime. BOCs would stlll he rcquired lo provide service to 

ISPs. ~ncludnig dfillaicd ISPs, on i a~cs :  lcrlns and conditions rhal are lransparent and publicly 

n\allahle for al l  ISP customers and compelilors This rule docs not restrict the BOC's ability 10 

I'AGE h 



chtablish broadband rales or iciinis [ ha t  air: novel or tailored to the needs of specific classes of ISP 

custoincrs, such as low-voluinic or higli-volume ariangements. 

Under the pioposal. tlnc BOC inay choose whether to use existing FCC tariffing processes 

for BOC wireline broadband \er\ iccs 01 10 web post rates, terms, and condilions, similar to the 

u'ay that FCC rulcs rcquirc nondomiiii~iit inlcrcxcliany carriers to webpost their rates, tcrms and 

conditions See 47 C F R S: 42 10 The rule also makes clear in subsection 64.702(c)(2)(B) that 

in thc evcnt thc BOC cintcrs inlo a n  indn idual casc basis contract wilh any ISP for high-speed 

network transinissioii scrviccs 2nd c;ipabiliues, i t  must continue to make public the basic 

paraineters of such contraci. conisisiciit w i h  requiremcnts governing contract tariffs today. See 

47 C F R. $ 61 55(c) The icquircinciir ofprior inotice in subsection 64.702(~)(2) to existing ISP 

cus~oincrs will ciisurc that lSPs arc providcd advance information should the BOC intend to 

makc changes to thc serviccs upon \ ~ h i c l i   he lSPs and their customers rely In addition, given 

tha t  lSPs have dcployed significant high-speed iiifonnation services to the public relying upon 

ROC scrvices and capabilitics, this iu l c  would require 120 days notlce for discontinuance, to 

allow the ISP to transition reasonably I O  a incw scrvicc or to request continuation of the service 

pursuant I O  subsection 64 70?(c)(3) 

By its opaai ion,  the i u l c  would icquirc the BOC to mect all of 11s safeguard obligations; 

i n  lhe case o f a  rule \;iolaIion, 11ie Comniirsion would have authority to order any cquitable or 

compc~nsa~ory relief, as i t  dceins appropriate lo remedy the matter. 

Propowd New Canabilities Rrquirelnrnt:  N e w  Section 6 4 . 7 0 2 ( ~ )  (3) 

(3) . d ( c e w  IO A'ei~,  T1~m~ini.~sio17 Seivces ai7d Cuiiabiliries 

(A) ,411 ISP iiiu?; wqucc.1 111 i iwfiiig thof a BOCpi-ovide access Io 1 7 e ~  ilerwork 
Ii ( i ~ 7 ~ i i i i . u i 0 1 7  S L ' I ' I ' I (  es wid capahiliries 017 J U S I ,  imuoliable and 
iioiidi s u i i i i i i i u / o I 7 '  ivie.T, iei-ins, and ro,~di i iuns 



(0) IVhel-e rhc ISP i n d e  \ u i h  a reasonable requesr. rhe BOC shull ofleer such 
ii( (‘ess 11 rihiti 90 o‘oj,t, uiilesr rhe Conitnissron exrend.5 such trine where the 
DOC. upuii pe~irion. dentonsrrares good cause. 

(C) The BOC ~ l i a l i  huve 1.5 d a p  lo respond in writing I O  The requesting ISP, and 
such respunrc thall describe eirher 

hoii. rhe BOC i u I I  ofer rhe requessted access wzthzn 90 days of the 
1-cquesr. or 
/lie . yw i f i c  bi,si~\jol- !he BOC’s posirion that rhe reguesred access 

(I)  

( r i )  

i i o r  ridiiircal~v f ea ib l e  or economically reasonable 

Explanation o f  6 64.702(~) (3) :  

To proinote full and rohucl i d  i rc l i i ie  broadband information serviccs coinpetition, with its 

proven and clcar c ~ i i s u i i i e r  wclfac bcnefits, Ihc proposed rule ensures that  as new services, 

capabilities and fuinclioiia1i1ics ciiicigc. consistcnr with rhc evolution of technology and network 

design, lSPs h a k e  ~on t inu ing  access so  ilia^ they can provide innovative broadband information 

scrvices 10 their cusloiiiers The rulc would also enable ISPs to conlinue using services that the 

UOCs m a y  scck to diccontiiiue for heir owii lSPs by requesting such access as a “new” service. 

Once the BOC provides a service puisuaiit to this subsection, that service would be offered 

pursuant to rhe teims of suh~ections 64 702(c)(I) and (2), requiring just, reasonable and 

nondiscriniinalory rates, lerins 2nd condiiions and transparency, to allow all lsps 10 avail 

thcmsclves of the offering 

The proposed rule would c l~n i ina~c  foi  ireli line broadband services the soinelimes 

coinplex and c u ~ n b c i ~ o i n c  ONA pioccss. \rliich includes ONA plans, ONA plan amendments, 

ihc Annual and Sem-Annual ONA Rcport. and siinilar hpeclfic requiremenis thar are related to 

ilicsc o b l ~ ~ a i i o n s  Tlic proposed rule would also eliminate for wirelinc broadband sewlees ONA 

rcporiiiig a id  other ONA s a l i i ~ u ~ i d s  and ,  iiislcad, require a simple process for Service requests, 

dd 1111 inarLeiplacc i iegoliaiions 2nd cnforccable ISP rights of access 
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The ability of unaffiliated lSPs to inrroduce new infomiarion services depcnds on their 

abi l i ty  io obtain access arr3ngciiicnis ihar  are otherwise not in  use spectfically by the BOC ISP. 

Whilc this was a cciilral tcncr of h e  ONA process, the proposed ru le  grcatly simplifies for 

\rircIiiie bioadband services ilie foimier process and regulatory iramcwork. Third Conpuler 

I n q z ~ i r j ~ .  Rcwri  and Order. 104 F C C 2d 958, 1064-66 (1986) Thus, ONA plans, amcndments, 

rcpoiiing and record liccping arc not thc focus of the new approach I f  an 1SP makes a legitimate 

icqucsr for a iicw w~reliiic broadband scrvtcc or capabiliiy, however, then i t  is vitally imponant 

for llic BOC 10 offer such acccss in a n  expeditious manner, since otherwise new broadband 

i i i for i i~a~toi i  scnicch will not reach thc inarket and, equally importanl, rhe BOC ISP could 

stralcycally Innil or dclay its usc of services or capabilities to prcvenl competitive new 

hroadhand wrbiccs froin rzaching L O I I S U I I ~ C ~ S .  Under this rule. Ihe BOC would be required to 

rc\paiid lo ISP rcqucsrs for new wrzltne broadband service transmission services and 

capabilitics milh icasonable Tales :ind tenns of  service The right to requesl and, if necessary, 

lollou u p  with an ciiforcemcnr aclioii would establish a minimmi of regulation and an 

ciiforccablc rizht for thc iiilioductioii of crcalive new inforn~atioi~ services to rhe American 

p II bl I C  

Propored Definitions: Ne\v Sccfion 64.702(c) (4) 

(4) Definitions roupu ipmes  of (his sub.ccc.i/on (c) 
~'Tr(,nTn7!\ rion seii'ic e.\ (irid ( apabili/ie.s" c.17~11 include, wrhout lintitation, the BOC's 

~ I ~ U I ~ , S ~ I I S O U I I  or relec o i i i i i i i i i i i cu~ i~ i i s  cuinporienrs or lines, s u ~ t ~ h i n g  and I.uutlilg components, 
or&i.,iig ai7d opel-uirons ,~irppoi~r .rrcm.s ("OSS'?, signalrng, and other nemork functions or 

K I J ~  117 ut ICLI.YI 017c' direction 

Elp lana l ion  of 4 6 4 . 7 0 2 ( ~ ) ( 4 ) :  

TI]? dcfii i t~ion\ of Ihc p r o p c d  rule aic dcsisncd 10 ciicompass for wircline broadband 

oifcriiig5 rhc thpe of J'uiiciioiiali~~cs. wv ices  and cepi~biliiies refcrenccd Ihrou!$out the 



Coinpiller lnquirj, procccdiiigs, including fuunct~onal~ty necessary for lSPs to provide broadband- 

based serviccs 10 coiisuiners s i c h  as OSS a n d  similar capabilities The dciinttions are premised 

on Ihc priiiciplc [hat access is only viable if i t  can be used efficiently. The definition of"high- 

spccd network" riacks the definition previously adoptcd by the FCC See Inquiry Concerning 

/ he  D ~ p l ~ j  i i i e i i i  of.4dl.aiiCed Ti>lec oiiiiiiuiii( arioiis Capabiliries, Third Renort, 17 FCC Rcd. 

2844, l  7 (2002) (As i t  has done in prior rcports on advanced services, FCC adopts "the term 

'high-speed' IO describe s e r \ ' i c c i  will1 over 200 kpbs capability in at least one direction") 

11. S E W  SECTION 1.737-ENFOR 

Proposed New Rule For Enforceinent of 1SP Arress Rule ~ 6 1.737 

, ((I  131 /SP C'oinplaiim Regunling Rule Sro io i i  64 702(c) 

uiddrrioiialprncedres shall ul\o opplj, 
(a) JVhei-e a c~ i i~p la i in  allege\ a i,iolarioii ofFCC Rule Seer1017 64 702(c), lhefollowing 

(i) i n  i ls A i w i  el,, rhe Dejenduiir shall stale cleur/y andpreclsely all 
itformarion 117 irspos.sc.s \ I I J ~ ~ ,  nw Iudiiig data conlpllarions (including records of OSS 
COiifigili-ati<Ji7S, orderprot cs, \e~, dara on specijic orders or mainrenance records, high- 
speed nerwork r r a i ~ ~ i i i i , ~ , v o i i  t e n  iccr a i d  capabilities deplopent,  erc.), andproduce and 
serve on Cuinpla~iiui~r and /he FCC all such iiforniarion. including copies ofall 
conlrut 1s or urrai~piiwiirJ /by liigli-y~eed nerwork rrai~si~i~ssion Jetvices and cupabilrties, 
~har  117uj be rclevanr I D  /lie allezed wolarion ofFCC Rule J 64 702(c) 

(2) Ifrhe BOC 170s iioi i i iui i i i i i i i ied izcoi-ds or other datafor the Bureau to 
i - e ~ o l i ~ e j i i i l y  the alleged 1,ioIiiiioii of FCC Rule $ 64 702(c) or f ~ i  orherwise jails to 
prodice ~ u c h  Clara in ir.T.411\ ii el., /lien /he,-e shall be a rebur~ahlepresut~ipl~on in the case 
rhar rhe Cuinplalnaiir liar e~~ub lu l i i~d  rhe alleged violurion ofFCC Rule $ 64.702(~) 
Coiiipiuiiiuiit iuay reqzie\r t1.k iiio/ioii$led wirhin IO days ajier /he BOC's Answer an 
order rhar siich a rehuiruhlrprc.ruiiii,1ioi7 exisrs in the case. rhe Bureau shall issue an 
order granting or de iy i i g  wcli i n o r i o i 7  11 i/hin 10 days uJer rhe riinejorfiling ojrhe 
BOC 's opposiiion IO 1 1 7 ~  c~jiii~jl~iri7ai7/',r iiiolion. 

(b) .4jrer riie J5-daj. re~poiise pel-iod ha5 elapsed under FCC Rule §64.702(~)(3), rhe ISP 
i n q  / ; le  a coinpluini iwrh die FCC cmceriiiiig rl ie BOC 's coiiipliance with irs "new service" 

64 702(c) I S  acceptedfor 
hiiiiilliilg I J I ~  the .4ct'cle.,-aied Doc ker, rhe Coiiiiinniot? shall issue a ivrir/en order resolving any 
i ciiliplcilnl alleging a vtolarioii ofFCC Rule ,6 64 702(c) iv i rh in 180 caleiiu'ur duysJlurn >then 
$iicli  iuinpliiiiii i r  ac(cpred/orji l i i i~ 

Oh/lgUIiCJflS 

( c j  F2-c c y  f a  i~oinpluiiir uilegii7g a 1,iolaiioii ojFCC Rule 



Explanation of& 1.737: 

The proposed rule M cwld facilitatc siyiificant streamlining of the various Title I1 

Conipuler / I  and Compuier 111 obligations, as cxplained above, by providing ISPs with effective 

ciifoiccincnt 111 coinplaint actions wlicn siyiiticant BOC misconduct has occurred. As a Title II- 

bawd rule, S e ~ t i o n  208 and cx is t i i ig  FCC ;ind judicial prcccdent would rcniain relevant to 

dctermiiie what  is just, i casoiiable andioi nondiscriminatory under the Coininunications Act. 

The proposed rule rcflecls Ihs h i  iliat due to ISP reliance upon fhe BOCs, the BOC 

coi~irols much of Ilic infoorn~al~on rcle\ a n t  Io  3 fair and accurate determination of whether a rule 

violation has occurred. It IS l l i e  BOC that  controls thc OSS systems, maintenance records, 

contiguraiions of systems, and acccss io ilie transnilss1on componcnts and capabilities, as well as 

the ability 10 modify those things lo1 its bcncfit Typically, Ihe ISP does not have access to this 

inforination, especially in c a s s  \+here ditcriminatory practices are alleged To address this 

di\parity, \c~rious Conipu/er Ir iyui~j .  obligations imposed several reporting and certification 

obligations to ensure ~ i o n d i ~ ~ r i i i ~ i i ~ a ~ o ~ i  and traii\parcncy by the BOC. The proposed 

dercgulatory approach, howcver. eliininaies for wireline broadband scrviccs BOC reporting and 

<iinil;ir obligations Instead, 10 cnsurc ihc cffeciivc ad~ninistralion ofpstice,  the prolectlon of the 

public in~eiest. a i d  I O  avoid the poicntial for prc-l~tigation evldcnce destruction, the BOC IS held 

rcsponsihle for producing all iiccessary inronnation to resolve any coinplalnts that may arise If 

the BOC cannot do so or has chosen record main~cnancc or retention systcms that are inadequate 

ror tlic Commission to resolve the dispute. then the burden IS placed properly on the BOC to 

dc-moiiitinic i1i:it no rule violation lias occurred. This limited shift of burden is consislent with 

FCC a id~ud ic i a l  precedent in cases where the defciidant has failed to produce evidence within 

115 e * c l t i s ~ ~ ' c  nccess or conlrol that I S  neccssary for ad lud ica~ ion  of the dispute FCC rules and 



prccedcnl are wholly c o ~ i ~ i s ~ c i i t  u it11 this approach. Cf 47 C F R 5 64 I 1  50(d) See also, In the 

.2?u/rrr o/ Woi IdCorn, liic , Order, DA 02-2569 (re1 OCI 8, 2002), I n  /he A./a/&r of 

lr~~p/criiei~lu/ioi~ of /he Teic~cviiii~iuiiicario,ls Act of1996. Aineiidnieii~ o f h l e s  Governing 

Pi-or~diri-es /o Be Fdiowed Wiim Furinul Conip/ainrJ Are Filed Agurrrsr Curninon Carrrers, 

Rciiort and  Older, 12  FCC Rcd 22497, f 278 ( I  997), In y e  Complainr o f L  Duuglas Wilder and  

. \~ui-~hal/ Co/i,riian  again^, Siarioii I.t’RIC-TVPe!ei-sburg. Virginia, Further Discovew Order, I2 

FCC Rcd 4 I 11.127 (1 997) Iiidccd. Part 42 of the Commission’s rules rcquiring carriers to 

rctaiti certain rccords, 47 C F R 9 42 1 er seq , “was established IO ensure the availability of 

c,iirier rccords needcd by 1111s Cominisslon lo meet its rcgulator)~ obliga~ions ” I n  IheMalterof 

Rei’iciuri OlPuri 4 2 .  Rclmrt and Order, 60 R R. 2d (P&F) 1529 , l  2 (1986) 

111 addition, bccausr c\periencc has shown thal enforcement delay can effectively become 

a dcnial of access in  lhc rapidly mo\ ing broadband informat~on services arena, the rule would 

require resolution of complaints 14 ithtn 180 days For the same reasons, I I  I S  assumed ha1  the 

Enfoiccincii~ J3urc;lu 18 ould n,nke in~ore frequcnt use of thc acccleraied docket process lo resolve 

caws  of  cni‘orccmen~ of the ISP a c c c s  rule 



Why wait? D M o v e  to EarthLink.'" 



RECENT A WARDS 

Aiigiisr 2002 

.4priJ 2002 

A4~rch 2002 

Ocrober 2001 
& 

F e h r u q  2000 

Earth Lin  k- 
2002 Hielicsr in Cusromer Sarisbcrion Among High-SDeed Inremer Senice Providers in a 

a Tir andHighesr In Cusromer Sarjsbcrion Among Did-Up lnrerner Senice  Providers - 
J D .  Poiirr and Assoriares - EarrhLink has recuved the *ghesi Ranlung in Cusrome 
Zziusfacuon .\inmug D d u p  lSPs and oed m h e  ranhng for Ngher t  Customer Sansfacool 
. imong ffish-spted ISPs, acrordmg IO 1 D Power and .issociaies 2002 Syndcaied lnrerne 
Senice P m n d r r  Residenbal Curlomer Saosfacoon Srudv'"i 

wbzb&n," CXET lor h e  h r d  consecuuve year has awarded top honors to EanhLink m II! 

a i i n i i a l  Ic\neu, of lnrernet r e n x e  prox3ders OSP) 

In an  arucle oded Diohg Jbr doliors. we cumport /;u m a y  dol-up ISPI, CNET w r e s  
'' FarihLmk pris our nod a r  h e  berr among h e  malor d d u p  lSPs Why) The senice help! 
'ou gel .iarrtd, then sreps nunhl! out of rhe u,ay I t  offers easy-to-use tools and doesn't pestel 
IOU \ n d i  ad: or rpam .ind, to top 11 off, EarthLmk pror7des hghly rehable senice an i  
rirpnrmpli good suppon for a rcasonable $22 a month 'I  

ZU02 ZJ~TD~ITIS  Sman Business "Five-Srar Award"- EarlhLrnk has received h e  only five- 
siiir ranrig among Internet cen,ce promders (ISP) from the eh tors  of ZiflDouzr Smor/ B M J ~ ~ C J J  
T h e  m;igizme ctlrcted h e  .irlania~hased ISP as 11s "lop pJck," clang EarthL~nk's eas! 
ui~ial lauan. abundance or local-access d~al -up numbers and array of broadband choices 
mcludmg cable, DSL and s a r t U l r t  hugh-speed ~ c c e s s  In  a renew olled Dro7bmokb~ Inltrm7 Snvrci 
l'rur,;der.r. Gordon n a s r  wnies, "The N e t ,  h r  way !ou want 1 1 .  . Remarkably sunple IO install,'' 
a n d  " F a w s t   me for a lhIR download uwh a 56Kbps comecoon"  

- 
. \ \ t a rd  poer 1 0  EarthLink, but no1 jus1 for p r o d m g  a far1 and rebable connecnon to the 
l l l ~ i r l l c ~  u-idiour pop.up ads 7 3 1 s  mrernaoonal 1SP has rounded OUI 11s offenngs by addmg nvo 
m c m g  pisnr 

?D0OMnbile Conpur;,ig's Be51 ISP Au'ard- B o b  EarthLmk and 5hdSp-g  were named 
ics i  In1emrr r e n x e  pronder  m hlobde Compuung'r rdronal  remew. "Based o n  lhese Iacron 
a h h ?  IU cunnrct 1 0  die Internet m a r anen  of u-ays and h e  m e  11 took to connect], wo 

and more Imporrant, by s u p p o r ~ g  a w d e  vanen of uxeless-access demces '' 

'ompamer uhich a r t  soon to he one. came our on lop ' 
?#01 I n r c r ~ c r i v e  Week's "Top lnrrrnrr 5engce Proijder"Au,ard -For h e  second year m 
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wish ing ionpos i  corn 

Eai-thLiuk to Offer Anti-Spam E-Mail System 
'Cli;illeii_ge-Response' Technolozy Rejects Messages Unless Senders Are Cleared by Recipients 

By Jonzihan Knm 
U';ishmpon Post S d f  Wnier 
Wtdnesday.  May 7, 2003, P a p  E01 

.4 sysicm that hackers  claim wi l l  eliminaie e-inail spam is about to be deployed by a major Internet 
s e n i c e  pio\ ider ,  giving a boos1 10 a i l  emergmg iechnology that ifwidely adopted would change how 
people c o n m u n i c a ~ e  online. 

.4tlania-based EarthLink Inc.: ihe couniry's third-largest provider of for-pay e-mail accounts, will roll 
out i e s l  bersions o r the  sysiem for its 5 million subscribers this month. 

f i l onn  as "cliallen~e-response" technology, rhe sysrem rhwarts the ability of' spammers lo reach their 
~niended audience with millions of au~omalically generaled e-mails. When someone sends an e-mail lo a 
cha]lcii~e-response user, he or she gets an e-mail back asking to venfy that the sender is a live person. 

Orice [he seiider does lhal by icplicaring a mord or piclure displayed on the screen, the original e-mail is 
a]lo\vsd through. The system auloniatically recognizes future e-mails from the same sender, so the 
venficaiion needs only to be performed once. Without the verification, rhe e-mail is not delivered. 

Some experts see poble ins  with the ~eclvlology and doubt that consumers \vi11 warm to a process that 
adds another slep to e-mail deli\.ery The technology is available from a handful ofsmall  vendors for a 
fee. bui the customer base is small 

EdiihLlnk 1s belting thar customers \xi11 put up  with a liflle extra effofl in order 10 stem the tide of 
unsolicired messaees pushin_e diet fads. get-rich schemes and pornoFaphy. 

1.1ke ;iIch n\ .als America Online Inc . Nicrosofi Corp and Yahoo Inc., ErvthLink has spent millions o f  
dollars d o e l o p i n g  sofrware to block spam But spaiiuncrs have found ways to defeat them and spam 
accounts for 40 percent of all e-mail 

" n c  I~mitations on fillers are truly \.e? daunting," said lames Anderson, EarthLink's vice president of 
prc~duci de\~elopmcnt. E\'en as filters improve: users musr constanrly adjust lhem so that they don't block 
incssazes they want to receive. h e  said. 

Jlie challen_ge-response syslem n ~ ~ l l  be optional and 6 e e  for EanhLink subscribers, Anderson said. I t  
\vi11 allo\v users to au~oniatically clear The e-inail addresses of b e n d s ,  family members and other 
J : X I C J ~ I C S  in thcjr electronic address books: so those people would not receive lhe challenge e-mail. 

E i rcu t i \cs  a1 EanhLink's i l m e  lop coiiipeiiiors. who recenlly formed a coalition io combar spam: sald 
ihc! b i e  c! aluaiing cha l l c i i~e - i r~pc~ i i se  leCliJJOlO_gy Yahoo and Mic~osofi's 54SN and Holmail nehvorks 
::h L3d!, i inploy cli3llenge-iespolise \xhen someone seeks lo open an e-mail account. 

I . ; h n  also reC?~ill> m n e d  u s m s  a \ onailon of ihe syrem uhen an accounr holder i s  sending hlph 
\ ( > i m e s  of m a i l .  I O  crack down 011 :pammers u s ~ n g  Yahoo accounts. 
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America Online spokesnian ;\'icholas J Griiham said ilia1 for now, AOL is concerned about putting too 
many burdens on users and that the technolo_ey IS "not a one-size-fits-all panacea." 

In addilion to requinnz senders I O  I erify themsel\~es; users would have to use special e-mail addresses 
when registering io purchase goods online. because vendors often send sales confirmation notices by 
computer. The special addresses are d e s i g e d  to route such messages to a user's regular in-box. 

The iiew system could slow dell\  ery of some e-niail. For instance, a sender might walk away from his or 
her coniputer afier sending an init ial  rnersage. not noticing until hours later {hat a challenge had come 
back. 

Phil Goldinan, chief execut iw of h4ailblocks lnc., a Silicon Valley start-up h a t  provides a challenge- 
response service: said people w i l l  quickly gel over those hurdles. 

"It's aboui social liabits," said Goldinan. a former h4icrosofi executive whose service launched a month 
ago. "\'\'hen the romry telephone first came out; people said, 'You mean J have to dial seven numbers?"' 

Goldman said developers o i l h e  h4ailblockr ryslern own palents on the challenge-response technology. 
His company already 1s seeking I O  enforce 11s tu o patents against another small provider of the 
technology, Spam A r r e s t  LLC of Seattle. 

Bnan Cartmell, manager at Spam h e s t ,  said his company is vigorously conlesting the Mailblocks 
claim. He said Spam Arrest ,  which has been operaling since Apnl2002,  has "many thousands" of 
customers but he  declined to be more specific 

Anderson said Goldman's patent claims are "not relevant" to the product EarthLink developed inside the 
company. 

Goldman acknowledged that the syslcm I S  in its iiifancy and needs ongoing refinement. It is probably 
not best suited for businesses that sell direc~ly I O  customers, he said, because consumers might resent 
ha\ing to send verification when they want lo make a purchase. 

Others see deeper problems. 

"Challenge-response \v111 indeed block the \ as1 majority of spam," said john R. Levine, a computer 
coiisulta~t a i d  co~author  of"The Internet Tor Dummies." But he said a lot ofpeople  will never respond 
i o  a c h a l h g e ,  or \vi11 think the challenge e-mail itself is s p m .  

Levine said that already, spammers are disguising e-mails as challenges to gel people lo open the 
messaees. And he worries that l i l a rge  numbers ofpeople  begin to use the syslem, user address books 
\till be a large1 ofliackers seeking IO obtain lists of approved addresses. 

Some jiruses lauich atlacks using coii?puter a d d e s s  books, and ifthat happened, confidence in the 
cha l l en~c- i e sponx  s!,slem would erode, Levine said. 

"Tilt .  c<wtqucncc . s  of spainmers' ~c-spoiise io challen_ge-response mjll  be 1 call? ugly:" Levine said. 

Roo?icr: of the s!':iein iemain confidcnl ilia1 cliallcnge-iesponse can effecu\:ely colnbai s p a m e r s '  
zilcn?pt> io sbho1agr the j i iocess "Tlus is as close as Ihcre is to the sil\.er hullet" apainst spam. Anderson 
.2ld 


